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KHUBEPIUILJIOMATHUS: PA3BUTUE MEXKJIYHAPOIHBIX OTHOIIEHUH B
BIOXY IUPPOBU3ALIMH, EE BBI3OBbI 1 BO3MOXKHOCTH
CYBER DIPLOMACY: THE DEVELOPMENT OF INTERNATIONAL RELATIONS IN
THE DIGITALIZATION ERA: CHALLENGES AND OPPORTUNITIES

AnHOTanus: B crarbe uccienyorcs TeOpEeTUKO-MPUKIAIHBIE ACTIEKThl CTAHOBJICHUS U
pa3BUTUS KUOEPAMIIOMATHM KaK HOBOM (DOpPMBI MEXAYHApOIHBIX OTHOILIEHUN B YCIOBUSX
uppoBoit Tpanchopmanuu. [Ipoananu3upoBaHbl KIFOYEBBIC HATPABICHUS KUOCPIUILIOMATHH,
BKJIIOYAIOIINE O0ECIeueHne MeXAyHapOaHOH krubepOe3onacHOCTH, pa3paboTKy MEXTyHapOIHO-
MPABOBBIX HOPM U YKpPEIUICHUE HAIIMOHAIBHOTO TOTEHITMAIA TOCYIapCTB B IUGPOBOH cdepe.
Oco6oe BanManue yaensercs poiau Opranuzanun Oobenunenabix Hanuii (OOH), bynanemrckoii
KOHBCHIIMM O KHOEPIPECTyMHOCTH W PETHOHATBHBIX WHUIMATHB B WHCTUTYIMOHAIN3AINN
KHOEPIUTUIIOMATHH.

Ha mnpumepe MoHronuu mnpoBEIEHO MCCIEAOBAaHUE COBPEMEHHOIO COCTOSIHMS
HAI[MOHANILHOM KHOEepOe30MacHOCTH, HOPMATHBHO-IPABOBOM 0a3bl, MEATEIBHOCTH IEHTPOB
pearupoBanus Ha komnbioTepHble HHIUACHTH (CERT/CSIRT), a Tak:ke ypOBHS BOBJICYCHHOCTH B
MeXAyHaponHOe coTpyaHudecTBo. IIperncraBieH aHamu3 oT4eTOB MEKIYHApOIHOTO COMO3a
anektpocBsizu (MCD) wu I[nobanpbHOro I1EeHTpa MO Pa3BUTHIO TOTEHIMAJIa B OONACTH
kubepOezonacHocTi OKCHOPACKOrO YHUBEPCUTETA, TEMOHCTPUPYIONINX Iporpecc MoHronuu B
Pa3BUTHU  3aKOHOAATENbCTBA W  OPTraHM3AlMOHHBIX CTPYKTYp, HO YKa3bIBaIOIIMX Ha
COXpaHSIOIIMEeCs MpOoOIieMbl B TEXHHYECKOM OCHAIEHUH M PACHIMPEHUH MEXTyHAapOJHOTO
COTPYAHUYECTBA.

CnenaH BBIBOJI O BO3pACTAIOIIEH PO KUOSPAUIIIOMATHH KaK MHCTPYMEHTA MOJIePKAHUS
100abHON CTaOWIBPHOCTH W (OPMUPOBAHUS OTBETCTBEHHOTO IIOBEACHHUS TOCYIapCTB B
kubepnpocTpancTBe. OmnpeneneHsl MPUOPUTETHBIC HAMPABICHUS PAa3BUTHS KHOEPIUIUIOMATUU
g MoHronuy, — BKJIIOYAIOIIUME  pa3BUTHE  KaJpOBOIO  IMOTEHIMANA,  MOJAEPHHU3ALUIO
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TEXHOJIOTUYECKON HMHQPPACTPYKTYPbl W aKTUBU3AIMIO Y4YacTUs B MEKIYHAPOIHBIX IMPAaBOBBIX
WHHUIIAATHBAX.

Abstract: This article explores the theoretical and practical aspects of the formation and
development of cyber diplomacy as a new form of international relations in the era of digitalization.
The authors analyze the key areas of cyber diplomacy — ensuring international cybersecurity,
developing legal norms, and strengthening the capacity of states in the digital space. Particular
attention is paid to the role of the UN, the Budapest Convention, and regional initiatives in the
institutionalization of cyber diplomacy.

Using Mongolia as a case study, the article examines the current state of national
cybersecurity, the legal framework, the activities of incident response centers (CERT/CSIRT), and
the level of international cooperation. It also analyzes the findings of reports by the International
Telecommunication Union (ITU) and the Global Cybersecurity Capacity Centre (GCSCC) at the
University of Oxford, which demonstrate Mongolia’s progress in legal and organizational aspects
but highlight continuing challenges in technical capacity and international collaboration.

The authors conclude that cyber diplomacy is becoming an essential instrument for
strengthening global stability and fostering responsible state policies in cyberspace. For Mongolia,
key priorities include the development of human resources, improvement of technological
infrastructure, and active participation in international legal initiatives.

KawueBble ciaoBa:  kubepauruiomMatus, KuOepOe30macHOCTb,  MEXKIyHapOJIHBIE
OTHOIICHUs, I(poBHU3anysi, MOHTONINS, MEXTYHAPOAHOE COTPYIHUIECTBO.

Keywords: cyber diplomacy, cybersecurity, international relations, digitalization,
Mongolia, international cooperation.

BBEJIEHUE

B ycnoBusix Bo3pacraroieil 3HaYMMOCTH HU(PPOBBIX TEXHOIOTHH, KHUOEPAUIIIIOMATHS
UTPAET KIOYEBYIO POJIb BO BHEIIHEH MOJIMTHKE TOCYAApCTB. MOHIONIMS, CTPEMSACH K UHTErPALlH
B TIo0aapbHOE WH(DOPMAITMOHHOE MPOCTPAHCTBO M 3alIUTE HAIIMOHAJIBLHBIX MHTEPECOB, YACISIECT
HpI/IOpI/ITeTHoe BHUMAHHEC pa3BI/ITI/IIO JTAHHOT'O HaHpaBJIeHI/ISI. HpI/I 3TOM IIOHMMAaHUC, HpI/IHSITI/Ie
TON WM WHOU c(epbl pa3BUTHS B KHOEPIPOCTPAHCTBE W TEpexoJ] B IU(poBU3AIUIO TPEOyeT
OOIIECTBEHHOTO IPU3HAHMSI U TTOIICPKKH.

B cBs3u ¢ ATUM, HENbI0 JTaHHOW palOTHI SIBISICTCS aHAIM3 COCTOSHUS M TEPCIIEKTHB
paSBI/ITI/ISI KI/I6epIII/IHJIOMaTI/II/I B MOHFOJII/II/I, YTO IIO3BOJIUT BBIABUTH KIIKOUYCBBIC HpO6JIeMI)I nu
BBI3OBBI, CTOSIIHME TIEpPel CTpaHOH B IHU(POBOM TMPOCTPAHCTBE, a TaKXKE IMPEIIOKUTD
HpaKTI/IquKI/Ie peKOMeHI[aIII/II/I 110 COBepHICHCTBOBaHI/IIO KI/I6CpZII/IHJIOMaTI/I‘-IeCKOI>'I JCSATCIIBHOCTH.
B pesynwrare yero kmOepaurioMaTusi TOJDKHO BHECTH peajbHBIM BKIAM B (DOPMHPOBAHUU H
NPUMEHEHUH COOTBETCTBYIOIIMX HOPM B KHOEPHpPOCTpaHCTBE, oOecreunBasi TEM CaMbIM
r100aTbHBIN MHP M CTa0MIIBHOCTh. AKTYaJIbHOCTh UCCJICIOBaHUS KHOSPIUIIIOMATHH B KOHTEKCTE
MoHronmuu 00yClIOBI€Ha POCTOM KHOEpyrpo3, HEOOXOAMMOCTHIO YKPETUICHUS IO3HWIUNA Ha
MEXKIyHApOIHOW apeHe W MoOJepHHU3alnHMed sKoHOMUKH. (Bkmam um HOBHM3HA HWCCIEIOBaHMS:
OTpe/IeICHUE HAaINpaBJICHUM, OLIEHKA POJIM, BBISIBICHHE MpOOJeM, pa3paboTka pEeKOMEHJAIHM,
MMCIOIIMX TMPAaKTUYECKYH 3HAYMMOCTh IS TOCYJApCTBEHHBIX OPraHoB W  HAy4yHO-
HCCTIEI0BATENbCKUX OpraHu3anuii Monronauu). B Metomonorun ucclieqOBaHUM HCTOIb30BaHbI
oOIeHayYHbIe METO/IBI MICCIICIOBAHUS, BKJIFOUAs aHAIN3, CHHTE3, CPaBHEHHE, 0000ITICHHUE, a TAK)KE
METOAbI CUCTECMHOI'O U I/IHCTI/ITYIII/IOHaJH)HOFO aHaJn3a.
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KOHLENIUA n PABBUTHUE KUBEPIUILIOMATHYECKOM
AEATEJBHOCTHU

Omnpenenenue U cymHoCTs: YTo Takoe kubepauriomarus?

Kubepaumiomarisi —3T0 KOMIUIEKC MEp, pealin3yeMbIX TOCYIapCTBAMH M OpTraHU3aIHsIMA
B IU(PPOBOM MPOCTPAHCTBE AJSI JOCTIKEHUS BHEITHEMOIUTHUYECKHX IIeTIeH, BKIIOUash BEJACHUE
MEPETOBOPOB, IPCAOTBPAILLICHUEC KOH(l)J'II/IKTOB, 34Ty HAIWMOHAJIBHBIX HHTECPCCOB U IIPOABHUIKCHHUEC
neHHocreit. (mo Mopreny Dcrepropay)

OCOBEHHOCTHU U ®YHKIIUN

Kubepaumuiomarus oCymiecTBIsIETCsl B BUPTYaJIbHOM cpenie, XapaKTepu3yeTcsl BBICOKOM
CKOPOCTBIO pacHpocTpaHeHus uHpopMauuu U TpeOyeT mnpuBiedeHus: skcrneproB B IT u
kubepOezonacHocTH. OyHKIMK KUOEPIUIIOMATHH:

Wudopmanmonnas: cOop M aHanu3 HHGOpMALMM O COOBITMAX M TEHICHLUAX B
kubepnpoctpancTse. (IIpumep: MOHUTOPUHT COLMAIBHBIX CETEN 1Jis BBISIBICHUS YTPO3)

KoMMyHUKalMOHHAsA:  YCTAQHOBJIEHME W  IONJEPKAHUE KOHTAKTOB C  JPYTMMH
rocylapcTBaMu U opraHusanusmMu B kuoeprnpoctpanctse. (IIpumep: yuactue B MexayHapOAHbBIX
koH(epeHusaxX u hopymax o kubepOe30nacHOCTH)

3amuTHas: 3allMTa HAUMOHAJIBHBIX MHTEepecoB B kubepmnpoctpanctse. (IIpumep:
OTpaKeHHEe Kubeparak Ha KpUTHUECKYI0 MHDPACTPYKTYypY)

HacrtynartenpHasi: mnpoBeneHue omnepanuii B KUOEpHIPOCTPaHCTBE ISl JAOCTHIKEHUS
BHELIHENIOJIUTUYECKUX  LIEJIEH. (ITpumep: npoBeleHHe  KuOepomepanuii  NpOTUB
TEPPOPUCTUUECKUX OpraHU3aIUi)

B pa6ore . T. Kronsa (2009). «Ot kubGepnpocTpaHcTBa K KuOeppiacTu: BrisaBieHue
poOseMbl» KHOEPIPOCTPAHCTBO ONpENENsIeTcs Kak «myOiaudHas cdepa B MHPOPMALIMOHHOM
IPOCTPAHCTBE», TpeOyromas KOHKPETHBIX IUIJIOMATUYECKHX YCHIMH JUIS YperylupoBaHHA
KOH()JIMKTOB ¥ B3aUMOACHUCTBHS MKy TOCYIapCTBEHHBIMHU U HETOCYAAPCTBEHHBIMHU CyObEKTaMHU.
Kubepaumnnomarus BkiIto4aeT B ce0sl caeIyrolue OCHOBHbIE HalpaBJICHUs:

POJIb MEKJIYHAPOJHBIX OPTAHU3AITAM

MesxTyHapOIHbIC OPTaHW3aI[MN WTPAIOT BAKHYIO POJIb B PA3BUTHUU KUOEPIAHUILIOMATHH,
obecrieunBas miaThopMy I 00CYKIACHHUS BOTIPOCOB KHMOEPOE30MacHOCTH, pa3pabOTKH HOPM U
KOOPJIMHAIIMH YCUJIHIA TOCYIapCTB B MPOTUBOIEHCTBIYU KuOepyrpo3am. (IIpumepsl: 1eaTeaTsHOCTh
OOH B cdepe kubepOezonacHOCTH, pa3pabOTKa HOPM TMOBEACHHS TOCYIapCcTB B
kubeprpoctpanctse mox arugpoil OBCE, padora Cosera EBpormbl mo 3ammre nepcOHATBHBIX
JTAHHBIX )

K npumepy:

bynanemrckast kouBenuus 2001 roga: mepBbIi MEXTyHApPOJHO-TIPABOBOM JOKYMEHT IO
Ooprbe ¢ KHOEPHpPEeCTyMHOCThIO, 3AJIOKUBIIUH OCHOBY JUII COBMECTHOTO  PEIICHUs
rocyl1apcTBaMHU-UJI€HAMH BBI30BOB U MPEMSTCTBH, BO3HUKAOIMIUX B chepe MHPOPMAIIOHHO-
KOMMYHHUKAIITMOHHBIX TeXHOoJoruid. KoHBeHIMs SBISETCS MOACNIBIO JUISI  TOCIETYOUIUX
MEXIyHapOIHBIX JOTOBOPOB U COIVIAIICHUH.

I'pynna npaButenscTBEHHBIX 3KcnepToB Opranuzauun OObenuHeHHbix Harmuit (I'TIOD
OOH): ¢ 2004 roga I'TT9 OOH pabGoTraer Haa yKpEIUICHUEM JIOBEPHUS MEXIY TOCYIapCTBAMH-
y4aCTHUKAMM, H3y4aeT BO3MOXXHOCTM M OTpPaHUYCHHUS MEXKIyHApPOAHO-TIPABOBBIX HOPM B
KHOEPIPOCTPAHCTBE U pa3padaThiBaeT COOTBETCTBYIOIIME peKOMeHIanuu. Pa3zpaboTku u
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pPEKOMEHAAIMU TPYMIbl TOJIOKHUIN OCHOBY JUIsl (DOPMHPOBAHMS TOJUTUKH MEXKITYHAPOIHO-
IIPABOBBIX JOKYMEHTOB.

PeruonansHble cTparerun u cornamenusi: Crparerust kubepoezonacHoctu EBpomneiickoro
Coro3a 2013 roma u CoramieHue o COTpyIHHYECTBE B 00JIaCTH KHOEPOE30MacHOCTH ACCOIHAIIAN
rocynapctB IOro-Bocrounoit Asuu (ACEAH) sBASIOTCS CyIIECTBEHHBIM JOCTHXKEHHUEM,
MOBJIMSABILIUM CUCTEMATUUYECKOMY Pa3BUTHUIO KHOEPIUIIOMATUU Ha PETHOHAIBHOM YPOBHE.

CornacHo wuccnenoBanuto «Kubepnumiomatus: @DopMUpOBaHHE MEXTYHAPOIHOTO
obmecTBa B iu(poByro d1oxy» (2021) BeImenepevyrciIeHHbIE TOCTHKEHUS CBUIETEIBCTBYIOT O
(bopMHPOBaHUYN MHCTUTYTA yNpaBlIEHUsI KHOEPIIPOCTPAHCTBOM B MEXIYHAPOIHOM COOOIIECTBE.
Kubepaumiomatun mnpucBoeHa KIIIOYEBas pojib B PELICHUH MpoOjieM KuOepCyBepeHUTETa,
U(pPOBOro HEPABEHCTBA M OTCYTCTBUS BCEOOILETrO JOBEPHSL.

Kpome Toro, onHum u3 Haubosee 3HAYMMBIX COOBITHM MOCIEIHHUX JIET MOKHO Ha3BaTb
npunsaTye pesomounu 74/247 I'enepanbHoit AccamOiien Opranuzanuu O0beauHeHHbIX Hanmii 06
YUpEXKICHUN MEXIPABUTEIHCTBEHHOIO CHEIMAIBHOIO KOMUTETa JJisl pa3pabOTKH KOHBEHIUMHU O
“IIpoTUBOACHCTBUU HCHOJIB30BAaHUIO HH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH B
MIPECTYIHBIX LEIAX~’, OCHOBHOM 3ajjaueil KOTOpOH SIBIISETCS peLIeHHE II00aNbHBIX IpobiaeM U
BBI30BOB B 0OJAaCTH TEXHOJOTHMM IOCPEICTBOM KOJUIGKTUBHBIX YCWJIMH M CO3JaHHIO
oOuienpuemMieMon 1 00s13aTeIbHOM TPaBOBOM Oa3bl.

CrerikoMuTeT B pamkax cBoeil nestenbHocTd 2021-2024 rr. 3aHuMancs pa3paboTKoi
BCEOOBEMITIOIIETO [TPAaBOBOI0 MHCTPYMEHTA, IPUHUMAsI B pPacUET HAllMOHAJIbHbBIE, PETHOHAJIbHBIE
U MHOTOCTOPOHHHUE YCWIMS, NEPENOBYI0 IPAKTUKY O IPOTUBOJAEHCTBUU HCIIOIb30BAHUIO
1H(OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI B IPECTYMHBIX LIEJISAX, B UTOTE YETO B JIeKadpe
2024 rona I'enepanbuas Accamb6ness OOH npunsiia KoHBeHIIHMIO MPOTUB KUOEPIPECTYMHOCTH.

1.2 Kubepaumiomarusi: HOBbIE BHI30BBI
HecmoTpst Ha JOCTUTHYTHIN IPOTrpecc B KUOSPAUIIIIOMATUH CYILIECTBYIOT HOBBIE BBI3OBBI,
pelIeHre KOTOPBIX BBI3bIBAET HEKOTOPBIE 3aTPYIHEHUS:

BrisiBienue kubepnpecTyruieHus /kKuOeparaky/ W TPHUBIEUYEHHE K OTBETCTBEHHOCTH:
VYcraHOBHUTH, BBIABUTH KHOEpaTaky WM KUOeparpeccuro /HapylleHue/ SBISETCS BechbMa
3aTPYIHUTENBHBIM UYTO CO37a€T MpoONeMbl MPUBICUEHUS 3a CONESHHOE K OTBETCTBEHHOCTH.
Hcnonb3oBanune xakepamu nepenoBbix metonoB APT (Advanced Persistent Threats), a Takxe
UTONIb30BAHUE CIIELUATBHBIX TEXHOJOTHH,  MOJAEPKHBAEMBIX TOCYJapCTBaMH, MOKpPBHIBAET
IIPOUCXOXACHUE aTaK, TO €CTh BBISIBUTh HApPyIIUTENs. OJTa HEONPEAEICHHOCTb YCHJIMBAET
HEeJIOBEpHe MEXIy CTpaHaMH M MPOJODKAET MPEMsITCTBOBATh BHECEHUIO MPABOBBIX ACMEKTOB U
KOOPAMHUPYIOMINX U3MEHEHHI B cepe KnbepOe30macHOCTH.

[IpaBoBbie HOpMBI M HX UMIUIeMeHTanus: [Iponecc pa3paboTku OOIIEPU3HAHHBIX U
00s13aTeNBHBIX MEXIYHAPOIHO-TIPABOBBIX HOPM TPOJODKAET OCYHIECTBISATHCS MEAJICHHBIMH
TEeMIIaMU U3-32 KOH(IUKTAa MHTEPECOB MEXIy rocyaapcTBamMu. HecMoTpsl Ha MpUHATHE MEPBOi
MEXTyHapOIHOW KOHBEHIIMU O 00phOe ¢ KHOEPIPECTYMHOCTHIO, €€ UMIUIEMEHTAIMS BO MHOTOM
3aBHCHUT OT I'€ONOJIUTUYECKOTO CONEPHUYECTBA U CTPATETUUECKUX MHTEPECOB KPYITHBIX JIEPKaB.
Hekoropsie rocynapcTBa OTKa3bIBAIOTCS OT MPUCOECTUHEHHS K TUM JOKYMEHTaM WJIU CKJIOHHBI
TOJIKOBATh UX UMIUIEMEHTAIIUIO UCXO/I OT CBOMX COOCTBEHHBIX HHTEPECOB.

HerocynapctBennbie cyObekThl: Pacryiiee BIUsHHE HEroCyJapCTBEHHBIX CYOBEKTOB,
TaKMX KaK KUOepIpecTymHbIe TPYNIUPOBKH, MEXIyHAPOIHBIE KOPHOPAIMHU U MPaBO3AIIUTHBIE
OpraHu3aIyy, Opocasi BI30B TPATUIIMOHHON «TOCYIapCTBEHHO-LIIEHTPUYHOI» AUMIOMATHYECKOM
napagurMe MpemnsTCTBYIOT (OPMHUPOBAHHIO MPABOBBIX HOPM U MOJUTUKU B KUOEPIIPOCTPAHCTBE.
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Kpome BblmIenepedrciaeHHbIX (GakTopoB, SKCIEPThl CXOAATCS BO MHEHHH, YTO OCHOBHAs
npobseMa, BO3HUKAWOIas MpU MPOTUBOAEUCTBUM MPECTYIUIEHUH €  HCIOJIb30BAHUEM
MH(POPMALMOHHBIX TEXHOJIOTUH U OOpbOBI ¢ KHOEpIpPEeCTyMHOCThIO, 3aKII0YaeTCs B TOM, YTO
pa3BUTHE MEXKIYHApOAHOW M HAIMOHAJIbHOW MPAaBOBOM CHUCTEMbl U HOPMATUBHBIE aKThI
3HAUUTENIFHO OTCTAIOT OT TEeXHOoJoruyeckoro mnporpecca. Korma mnoxHumaercs Bompoc 00
YCTpPaHEHUU HEKONETEHTHOCTH WX MpOOEeioB JEUCTBYIOIIEH NMPAaBOBOW CHCTEMBI, TOCY/IapCcTBa
pas3zienstoTcs BO MHEHUM OTHOCUTENIBHO NMPUMEHUMOCTH MEXIYHAPOIHBIX MPABOBBIX HOPM H
JpPYyTUX COOTBETCTBYIOLIUX JOKyMEeHTOB, YcraBa OOH kacaromuxcs  KuOepnpocTpaHCTBA.
MHeHus pacxoaTcs B CIEAYIOINX BOIIPOCAX:

[TpumensitoTcst 11 /B Kako# cTeneHun/ JeHCTBYIOLUE MEKYHAapOAHbIE IPAaBOBbIE HOPMBI B
KHOEpIpPOCTPAHCTBE TON MJIM MHOM CTPaHBbI,

BonblIMHCTBO CTpaH coOmIacHbl € TEM, 4YTO MEKIYHapOIHO-IIPABOBHIE HOPMBI,
cooTBeTcTBytomue crtarbu YcraBa OOH wu pesomonun I'enepanbHoit Accambnen OOH B
OTpeIeIEHHON CTENEHU PETYIUPYIOT 00s13aHHOCTH IrOCYAapCTB-UJICHOB B KUOEPIPOCTPAHCTBE.

1.3 Cobmronenune Ycrasa OOH B kubepnpocTpaHcTBe:

Cpenu rocynapcTB-4JIEHOB CYLIECTBYET IIMPOKUI KOHCEHCYC OTHOCHUTEIBHO TOTO, YTO
YeraB OOH nosmkeH npuMeHsThCs B KWOEPIPOCTPAHCTBE B IOJIHOM 00BEME, YTO MOATBEPIKIACTCS
nokiagamu [pynnsl npaBUTENBCTBEHHBIX 3KCIEpPTOB, Paboueil rpynmbl OTKPHITOTO COCTaBa IO
BompocaM 0e30MacHOCTH B cdepe HUCHONb30BaHUS HMH()OPMAIIMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTMH U COOTBETCTBYIOLIUMHE pe3omonusmu ['enepansroit Accam6aen OOH.

Onnako HekoTopble nosokeHuss Yeraa OOH u ux ToO/NKOBaHME CO3/1AIOT ONPEACIECHHbBIE
HenononuManus. Hanpumep:

Kak onpenensercst rocyapCTBEHHBIH CYBEPEHUTET B KUOEPIIPOCTPAHCTBE:

Crarbs 2 YcTaBa periaMeHTUPYET OJMH M3 OCHOBHBIX npuHIUNoB Ycrasa OOH, a umeHnHo
CaMOOIIPEIEIIEHNE U PABEHCTBO I'OCY1apCTB-yY4acTHUKOB. ComacHo YcTaBy, KaXk/10€ roCyaapCcTBO-
YYaCTHUK 00s3yeTCsl yBa)kaTb HE3aBHCHMOCTH JPYTOro M B 3TOM KOHTEKCTE COIVIAIlIaeTCs He
y4acTBOBaTb B KHOEpAEATENbHOCTH, MOJBEPralolIel HapylIEeHUI0 CyBEpEHUTETa JApYroro
rocyaapcTsa. B To BpeMs Kak TpaHCTpaHMYHbIE KHOEpaTaky, HallpaBJICHHbIE Ha «0a3bl TaHHBIX»,
4acTO MCIOJB3YIOT TaKMe UHCTPYMEHTHI, Kak VPN U mpokcu-cepBepsl, sl COKPBITUS aTak, 4To
CYIIECTBEHHO 3aTPYyIHSET UACHTU(PHUKAIHMIO 3JI0yMBIIUIEHHUKOB. DTO MPHUBOAUT K 3aTPYAHEHHUIO
JI0Ka3aTeNIbCTBA TPAHCTPAHUYHONW Onepanyy UM KUOeprnpecTylmHOH AeATeNbHOCTH, CIOCOOHOM
[IOCTaBUTh MO/ yTPO3Yy CYBEPEHUTET aTaKOBAaHHOT'O rOCyAapCTBa.

Kak nmpuHOuMn  HeBMeIIaTeNbCTBA BO  BHYTPEHHHE  Jiella  peryiupyercs B
KHOEpIPOCTPAHCTBE:

[TpuHIMn HeBMeIIAaTENbCTBA BO BHYTPEHHHE [efla, MCXO[AIIMN M3 NpUHIMIIA
rOCyIapCTBEHHOIO CYBEPEHMTETA, 3alpeliacT OJHOMY IOCYAapCTBY-yUYaCTHUKY BMEIIMBATHCS BO
BHYTPEHHHE WM BHEIIHWE Jejia JPYyroro ¢ LeNbl0 OKa3zaHHs JaBieHus. OJHAKO 3KCIEpThI
CUUTAIOT, YTO MH(POPMAIMOHHO-KOMMYHUKAIIHOHHBIE TEXHOJIOTMH CO3IAIOT BO3MOXKHOCTHU IS
BMeEIlIaTeIbCTBAa BO BHYTPEHHNE U BHEIIIHUE JIea CTPaHbl, HECMOTPs Ha 3TOT NpUHIUI. B cBs3u ¢
3THUM BO3HHKAET CIEAYIOLINI BOIPOC.

CormacHO TpaJULMOHHBIM HOHATHAM, KHOepaTaky 0e3 MpUMEHEHHs OpYKHUsS MOXKHO JIU
OTHECTH K TaKUM KaTETOpHsIM MPECTYIUICHHS KaK — MPHUHYKACHUE, NMPUMEHEHHE CHIIBI WIH
BOEHHas arpeccus’?

Ctpanbl-yyacTHUKH Pabodeil Tpymnmsl OTKPBITOTO cOCTaBa Mo BOMpocaM O€301MacHOCTH B
chepe HMHPOPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHHM CYMTAIOT, 4YTO KHOepaTaku H
MOBJIEKILIME 32 HUMH IOCJIEICTBUS CIIEAYET acCOLUUUPOBATh C TPAJAULIUOHHBIM HApYLIEHUEM U
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IpecTyIMIeHUEM, UCXO/1s U3 MaciuTada aTaky, MPUUMHEHHOTO ylep6a u nocnenactsuil. Hanpumep,
ecym KuOeparaka HaHeCa Cepbe3HbIi (PMHAHCOBBIN M SKOHOMHUYECKUH yIep0, HEKOTOPBIE CTPAHBI
MOTYT PaclEHHUBATh €€ KaK (OopMy «ITPUMEHEHHS CHIIbD».

B pesynbrare cTpaHbl-ydacTHUKHA OOBEIMHUIMCH BO MHEHHUH O HEOOXOAMMOCTHU 3allpeTa
IPUMEHEHHUsS CWJIbl YTO CTajl0  OCHOBHOM Juiemoi pabouell rpynmbsl. OfHako, BOINPOC
KacalolllMiCsl OCYIIECTBIEHUS MpaBa Ha CaMOOOOpPOHY B Cllydyae COBEpIICHUsS KHOepaTaku B
KOHTEKCT€ BOEHHOW arpeccuu, Pabouas rpymma OTKpHITOrO cOcTaBa HE CMOIIa JOCTHUYb
KOHCEHCYyCa, TaK KaK rocyJapCTBO MOXXET HPUMEHUTh CaMOOOOPOHY TOJIBKO €CIM  BOEHHAas
arpeccus OblIa COBEpIICHA TPAJAULMOHHBIM CIIOCOOOM, TO €CTh C UCIIOIB30BAHUEM BOOPYKEHHBIX
CHIL

Crarba 51 VYcraBa OOH 00 ocymiecTBieHMH IpaBa Ha caMOOOOpOHY B OTBET Ha
kuOeparaky:

Cratps 51 YeraBa OOH perynupyeT oCylIeCTBIEHHE IIpaBa I'OCYapCTBa-y4acTHUKA Ha
caM00OOOPOHY MHAMBH/IYaJIbHO WIIH KOJIJIEKTUBHBIMU CHJIAMU, B CIIy4ae BOOPYKEHHOI'O HaraIeHus
CO CTOPOHBI JIPYroro rocyznapcrBa. ECTECTBEHHO BO3HMKA€T BOIPOC O TOM, HACKOJIBKO 3TO
peryaupoBaHue COBMECTUMO ¢ Kubepcpenoil n kubeparakamu, U ONpPeNessieTCs I KpUTEPUIMHU
BOCHHOM arpeccuu BKJII0Yast TOJIbKO (PU3MUECKU yiepO UM JKe OH pacCMaTpUBaeT KuOepaTaki,
HaHOCAIME (PUHAHCOBBIN, YKOHOMUYECKHI, YKOJIOTUYECKUH UITH MTOMUTHYeCKui ymep6? [Tomumo
3TOr0 BOMNPOC O HEOOXOJMMOCTH YUMUTHIBaTh (DAKTOpBl O COAEpXkKAHWMHU, LEIM U yuiepda
KkuOepHamnaJeHusl, MpeagokeHble B TalUIMHCKOM pPYKOBOJCTBE OCTa€Tcsl COpHbIM. Bompoc o
IPUMEHEHUH CaMOOOOPOHBI, KaK CPEACTBO pearMpoBaHUs Ha KUOEpHala/JeHUE CTAJIKUBACTCS C
[IPOTUBOpPEYMEM, M CJEIOBaTeIbHO MOXET JIM CTpaHa, CTaBllas >KepTBOW KubepaTaku
HCII0JIb30BaTh TPAIULIMOHHBIN IT0IX0/1 C BOBJIEUEHUEM BOCHHBIX WM BOOPYKEHHBIX cvil. IMeHHO
U3-32 PacXOKJEHUS MHEHHUH 1o 3ToMy Bompocy Ipymnma npaBUTENbCTBEHHBIX IKCIEPTOB HE
CMOTJIa TIPUHSATH CBOM JTOKJIAJ] HA OCHOBE OOIIECTBEHHOTO KOoHCeHcyca B 2017 roxmy.

B 3axmouenun noxnana Pabouell rpymnmbl oTkpbiTOoro cocrasa 2021 roma ykasaHo 4TO
MEpbI, MPUHUMaEMble FOCYIapCTBOM, ITOCTPAAABIINM OT KMOepaTaky, B OTBET Ha KHOepaTaky co
CTOPOHBI IPYTOr0 FOCYAapCTBa, KOTOPOE, 110 €r0 MHEHUIO, MOIJIO COBEPLINTH KHOEpaTaKy, TOJIAKHbI
cootBercTBOBaTh YcTaBy OOH u MexIyHaponiHOMY IpaBy, a TakXe ero 00s3aTesbCTBaM IO
paspelieHno  KOH(IMKTOB ~ MHPHBIMH IMyTEM W TNPENOTBPAIICHHIO  MEXITyHapOIHO-
IIPOTUBOINPABHBIX JCSHUM.

2. KUBEPBE3OITACHOCTDB B MOHI'OJINHU U TUITJIOMATHUA

KUBEPIUIIJIOMATHUSA B MOHI'OJIMA

OCHOBHBIE HAITPABJIEHU A

PasButne kubepaumiomMatun B MOHIOIMM  OCYIIECTBISETCS IO  CIEIYIOLIMM
HaIpPaBICHUIM:

3ammTa KpUTHYECKOH MH(OPMAIIMOHHON HH(PACTPYKTYpHI: NPUHSATHE MEp MO 3aIIUTe
rOCy/IapCTBEHHBIX HH(OPMALIMOHHBIX CUCTEM, SHEPTETHUECKON HHPPACTPYKTYPbI, TPAHCTIOPTHBIX
ceTel M Ipyrux 0OBEKTOB OT KHOepaTax.

boppba ¢ kuOepnpecTynmHOCTbIO: COTPYJHMYECTBO C JPYTUMH TOCYAapCTBaMHU U
MEXTyHapOIHBIMH OpraHu3alusIMU B 00pbO€E ¢ KHOEPIIPECTYTHOCTHIO.

VYdacTre B MEX/IyHapOHOM COTPYIHUYECTBE: YUacTHE B MEX/JYHAPOIHBIX KOH()EPEHIUX,
dbopymax ¥ MpoekTax B 001acTu KuOepOe30MacHOCTH.

@ MesxtyHapoIHbIi HayqHBIN XypHa "BekTop HayuyHoii mbiciau' Nell(28) Hosiopn 2025
= www.vektornm.ru | 8 (812) 905 29 09 | info@vektornm.ru



Pa3zoen scypnana: Hayxu 06 oowecmse. Cospemennvle ucciedo8aniis
Hanpaenenue uccnedosanus: [lonumuueckue nayku

[TponBukeHMe HalMOHAIBHBIX HHTEPECOB B IM(POBOIL cpefie: UCIoab30BaHue HHU(POBBIX
TEXHOJIOTHH ISl POJBMKEHUSI MOHTOJILCKOH KYJIBTYpHBI, TypH3Ma U Ou3Heca Ha MEXKITyHapOIHOM
apeHe.

HOPMATHUBHO-ITPABOBOE PEI'YINPOBAHHUE

Bompocer  kubepOezonacHocTM M KUOEpOUIUIOMATHU  PEryJIUpYIOTCS  PAIOM
3aKOHOJIATEJIbHBIX U HOPMATHUBHBIX AKTOB MOHIOJINH, BKIIIOYAsL:

3akoH O KuOepOe30MacHOCTU: YCTAaHABIMBAET OCHOBHBIE MPUHIUIBI M MEphl IO
obecrniedeHunto kubepbe3onacHoCTH B MOHTOIHH.

3aKoH 00 3JEKTPOHHOW IMOIIUCH: PETYIHPYET MCIIONF30BaHUE JIEKTPOHHON MOIINCH B
3NIEKTPOHHOM JJOKYMEHTO000pOTE.

3akoH 00 nHGOpMaIMH U 3aIIUTE IEPCOHANIBHBIX JaHHBIX: YCTaHABJIMBAET MpaBuia coopa,
00pabOTKH U 3aLIUTHI IEPCOHAIBHBIX JTaHHbIX.

YYACTHUE B MEXJIYHAPOJHOM COTPYJHUYECTBE

MoHTOIHST aKTUBHO YYacTBYeT B MEXJAYHApOIHOM COTPYIHHYECTBE B 00JACTH
KrOepOe30NMacHOCTH, SIBIISSICH YWICHOM Psiia MEXTyHAPOIHBIX OPraHU3alui ¥ MapTHEPOM MHOTHX
rocynapctB. (IIpumepsr: yaactue Mounromuu B aestenpbHocTH OOH, OBCE, Coera EBporsi,
IOC B chepe kubepbde3onacHOCTH)

IMPOBJIEMBI U BbI3OBbI

[To ypoBHIO MEXIyHapOmHOTO  HHIEKca Kubepbe3zomacHocTH MoHromusi mo 26.2
IIPOLIEHTHOM 3alUIIeHHOCTH U3 194 cTpan HaxonuTcs B 128 1o ¢

Pa3Butne kubepaurmiomarud B MOHTOIMK OCIIOKHSAETCA CIEYIOIUMU (DaKTOpaMu:

Henocratounslii ypoBeHb pa3BUTHS HHPPACTPYKTYPHI U TEXHOJIOTHM: OTpaHUYCHHBIH
JOCTYIl K BBICOKOCKOPOCTHOMY MHTEPHETY B CEJIbCKUX paliOHaX, ycTapeBliee o0OpyAOBaHUE U
MpOrpaMMHOE O0ecIieueHue.

HexBarka KBanu(UUIMPOBAaHHBIX KaJpPOB: HENOCTATOK CHENMAJINCTOB B 00IacTu
kubepoOe3onacHoCcTH, Kuobepaumaomaruu u IT.

OrpaHW4eHHOCTh ~ (PMHAHCOBBIX  PECYpCOB:  HEIOCTAaTOYHOE  (PMHAHCHPOBAHUE
MEPOIPUATHIA 110 00ecrieyeHNI0 KHOepOe30macHOCTH U Pa3BUTHIO KHOEPIUTIIIOMATHH.

Henocratounass koopauMHanusi MEXJy BEIOMCTBAMU: OTCYTCTBHE €IUHOTO LEHTpa
KOOPJIMHAIUH ACSITENbHOCTH Pa3InYHbIX TOCY/IaPCTBEHHBIX OPTaHOB B cepe knbepOe30macHOCTH.
https://nonews.co/directory/lists/countries/cybersecurity-index

1. [TonuTHKa 1 cTparerusi KuOepOe30MacHOCTH

B MoHroimmu Ha HaIMOHAJIBHOM YPOBHE JIEMCTBYIOT YETBIPE LIEHTpPA PEarupoBaHUs Ha
ype3BblYaiiHbie cuTyaluun W uHOUAeHTHl B kubOepnpoctpanctBe (CERT/CSIRT). 3akon o
KknbepOe3onacHOCTH, TpUHATHIN B 2021 TOIy, 3a105KMIT TPABOBYIO OCHOBY ISl CO3aHMUS IICHTPOB
pearupoBaHMs HapyIlIeHUH B KHOEPIIPOCTPAHCTBE U ompenenui ux (GyHKIuu. B cooTBeTcTBUU C
3aKOHOM OBUIM CO3aHbl CIEAYIOIINE IIEHTPHI:

* Hauuonaneueiii 1eHTp mno Oopbbe ¢ kubeparakamMu U HapyUICHHSIMH B
KHOepIpOCTpaHCTBE NpU [ TaBHOM pa3BeAbIBATEIILHOM yIIPaBICHUH

* OOmecTBeHHBI TEHTp 1O Oopbbe ¢ KkuOepaTakaMH ¢ HApPYIICHUSIMH B
KHOepIpoCTpaHCTBE  Npu  MwuHUCTepCcTBE  NH(PPOBOTO  pa3BUTHs,  WHHOBAUA |
TEJICeKOMMYHHUKAIIUN
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« lleatp BoopyxeHHbIX cun mo Ooppbe c KubepaTakaMd U HAPYIICHUSMU TPU
KubepromannoBannu BoopyxeHHbIX cuin MoHTronmmmn

DT HEeHTphI 0UIIHATBHO HAaYaldH CBOIO AESITeNbHOCTh ¢ 2023 roma u BHIMOIHSIOT CBOU
(GYHKIMH B 3aKOHOIATEILHOM mopsiike. Kpome Toro, HanmoHaIbHEIH TIEHTp 00pabOTKU TaHHBIX,
3aHUMAsACh Pa3BEPTHIBAHUEM U OJKCIUTyaTaluedl MHQPOPMAIMOHHBIX CUCTEM TOCYIapCTBEHHBIX
OpraHOB, TMPOJOJKAET WIPaTh BAXHYIO POJb B HACHTU(UKAINHM, BBIIBICHWW HAPYIICHWA B
KHOEPIPOCTPAHCTBE U pearupoOBaHUM HA HUX.

Pesynbrarel  wWcciieoBaHUS OAYEPKUBAIOT, 4YTO 3aKOH O KuOepOe30macHOCTH U
MpuUiarariuecs K HeMy HOPMAaTUBHBIE aKThI U IOCTAHOBIICHHUS 00ECTIEYUBAIOT IPABOBYIO OCHOBY
JUTSL TOCTYDKEHMSI 3HAYUTENIBHOTO Mporpecca B 3allUTe KPUTUYECKH BaXKHON MH(OpPMAITMOHHON
UHGPACTPYKTYPBHI CTPAHBI.

Kpome Toro, mokaszarenu KpuTepuw, BHECEHHBbIE B HarmoHanbHYIO CTpaTeruio
KnOepOe30nacHOCTH, CIIyXaT BaXHbIM HMHCTPYMEHTOM I OmpeleNieHus (pakTuueckoro
COCTOSIHMSI TPAKTHYECKOTO TMPUMEHEHHUS Mep U TEKYIIEro YpPOBHA KuOepOe30macHOCTH
OpraHM3aIyi ¢ KPpUTHUECKH BaXKHOU HH(POPMAITMOHHON HH(PPACTPYKTYPOii, KOTOPOE BHIPAKEHO B
CIIEIYIOIINX TOTHKCHUSIX :

* Poct uncna opraHuzanuii, BHEAPUBIIUX KOHKPETHBIE MEpPbI, OCHOBAHHBIE HA OLICHKE
PHUCKOB KOEpOE30MacHOCTH;

* Poct uymcna opraHu3anuii, BHEAPHUBIIUX CHCTEMbI BOCCTAHOBICHHS M CTaOWUIHLHOTO
yopaBiieHUs: OU3HECOM.

DOTH moOKa3aTeNnu CiyXar OCHOBOW JJisi aHaliu3a, MOHUTOPUHIA U  TOBBIIICHUS
3¢ (HEeKTUBHOCTH rOCYIapCTBEHHOM MOJIMTHKY U PeaTU3aI[iH TPABOBBIX HOPM, a TAKXKE JIJIs1 OIEHKH
CIOCOOHOCTU pearupoBaHUsl Ha KHOSPPUCKU U AAET BO3MOXKHOCTD OMPEACTUTh CYIIECTBEHHBIN
nporpecc. B uccnenoBannn Takxe MOTYEPKUBACTCS HEOOXOMUMOCTh MOCTOSHHOTO aHAIW3a H
MOBBIIEHUS YPPEKTUBHOCTH KOOPAMHUPYIOMINX, OPTaHU3AMOHHBIX MEp, MPEIyCMOTPEHHBIX B
COOTBETCTBUH KPUTEPHIL, B XOZI€ UCTIOTHEHHUS 3aKOHO/IaTEIhCTRA.

B pamkax peanuzanuu TOMMTUKH B ob0rmacTu KubepOe3omacHOCTH MOHTroIuu
MpeCTaBUTeIM MUHUCTEPCTBA IM(PPOBOTO Pa3BUTHS, MHHOBAIMH M TEICKOMMYHHKAIMA U
[maBHOTO pa3BenbIBAaTEIBLHOTO YMPABICHHUS MPUHUMAIOT aKTUBHOE YYacTHE B JIUCKYCCHSX U
MEpPOIPUATHIX MEXAyHapoIHOro xapakrepa. Hampumep, nuckyccum, o “KonBeHuuedl o
kubepnpectymHoctn” OOH w00 oOMmeHHe pa3BenbIBaTeIbHOW  HHPOpMAIMEH O
kubepnpectynHoctu (CTI), a Takxke Takue MexXITyHapoaHbIe TIATGOpMBI, Kak Opranuzamus mo
oe3omacHocTH U corpyaaudectBy B EBpore (OBCE) n “AnbsHca mo kubepOe30macHOCTH st
B3aUMHOTO Tporpecca’, ¢ MO3UIHUSIM MOHTOIMH IO BOIPOCAM MEXIYHAPOJHOW TMOJUTUKHU B
oOnactu KnbepOe30macHOCTH, CIOCOOCTBYS B3aMMOIIOHUMAHHUIO U OOMEHY OIBITOM.

MoHronus pacmupsieT COTPYIHHYECTBO C 3apyOCKHBIMU CTpaHaMH TOCPEJICTBOM
JIBYCTOPOHHHUX COTJIALIEeHW U J0roBopoB. [Ipumepom »TOro sBIsSETCS MEMOpPAaHIYM O
B3aMMONIOHMMAaHUH, OJNUCaHHbIN ¢ HanmoHansHbIM areHTCTBOM Knbepoe3onacHocT M3paws.
Memopanaym npeaycMaTpuBaeT COTPYIHUYECTBO B OONACTH TOJIUTHKHU, aTak M HapyLICHHH,
oOMeHa TIepeIOBBIM OIBITOM U HapalluBaHus MOoTeHIrana. KpoMe Toro, B paMKax COTJIAIICHHUS O
cotpynauuectse, noanucanHoro mexay CIIA u Monronueir B 2019 rogy, ¢ opranuzanueit
MITRE ocymiecTBisgeTcss NpOEKT no pa3BUTHIO LleHTpa BOOpPYKEHHBIX CHII, MPEIOCTABIECHUIO
oOy4yeHHs] OpraHM3alusM C KPUTHUYECKH BaXHOM HWH(MOPMAIMOHHON WHQPACTPYKTYpoH u
JaBHEUIIIEMY YKPETUICHUIO KHOSPITOTeHIIHANIA TI0 BCE CTpaHe.

Kpome TOro, MmexayHapogHbleé OpraHM3alMM, TaKue Kak SMOHCKOe ATEHTCTBO
MexayHaponHoro corpyaaudectsa (JICA), Ilporpamma pazsutust Opranuzanuu O0beTMHEHHBIX
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Hamuii (ITPOOH) u Bcemuphsbiii 6aHk, OKa3pIBatoT MOHIOIMM OIIyTHUMYIO HOAJEPKKY B
MOBBILICHUM €€ TMOTeHIMala KUOepOe30MacHOCTH, M HECKOJIBKO Y4YeOHBIX Iporpamm,
peasinzyeMbIx coBMecTHO ¢ MHaunel, Takke UMeroT 0codoe 3HaYeHue B 3TOM KOHTekcTe. OJJHaKO
HEXBaTKa KaapoB B cdepe KuOepOEe30MmacHOCTH OCTACTCS aKTyaJbHOH MpOOIEeMOid, MOITOMY
HeMpepbIBHAsI HOATOTOBKA MPO(eCCHOHATIBHBIX KaIPOB B paMKax IMO3TAITHBIX IPOEKTOB 00yUeHHS
co crpaHamu-naptHepamu, kak CIIA, PecnyOnuka Kopes u Snonus, a Taxke B paMKax
naptHepcts HATO.

2. Kynbrypa B 065macTi kubep6e301acHOCTH U COLIMAIBHOE ydacThe

Hecmotps Ha T0, yT0 MOHTOJIMSI CTPEMHUTENBHO BHEAPSIET LU(POBYIO TpaHC(HOPMALIUIO B
Cpelie C BBICOKMM YPOBHEM HCIOJIb30BAHUS UHTEPHETA U HA/I€KHOU ceTeBOM MHMPACTPYKTYpOH,
0a30BbIe METObI KHOEpOE30MaCHOCTH MO-IPEKHEMY HE MOIYUMUIH IIUPOKOTO PaCHpOCTPaHEHUS
cpenu HaceneHus. Hampumep, mo-npexHeMy paclpoCTpaHEHbl TaKUE PUCKOBAHHBIE MPAKTUKH,
Kak Iepejraya rocylapCTBEHHBIMU OpraHaMu O(QHIMAIbHON MH(POPMALUU C HUCHOIb30BAHUEM
JUYHBIX aJpEeCcOB JJIEKTPOHHOW IMOYThl MU MPWIOKEHUH OOLIero Ha3HayeHHs, OTKa3 OT
nByx¢akTopHoil ayreHTudukanuu (2FA) n HemocraTtouHas 3amuTa naposiei. Pesynbrarsl onpoca
TaK)Ke IMOKa3bIBAIOT, YTO HACEJEHHE cab0 pa3jinyaeT JErHTUMHbIE BeO-CalThl U MOJJENIbHbIE
CalThl, IpeAHa3HaYeHHbIE 1S (PUIIMHTA.

XoTst 3aK0H O 3aIIUTe TEPCOHATBHBIX TAHHBIX, MPUHATHIN B 2021 romy, co3aan mpaBoByIO
OCHOBY JIJIS 3aILIUTHI IEPCOHAJIBHBIX JaHHBIX, OCBEIOMJIEHHOCTh I'Pak/laH O IIEHHOCTH U 3alIlUTE
NEepPCOHANbHBIX JIAHHBIX B OHJIAH-Cpene ocTaercs HemoctaroyHou. Kpome Toro, B obiiectse
HaOMIoZlaeTcss OrpaHMYEHHOE IOHMMaHHe KHOepOe30macHOCTH, W, HECMOTpS Ha CO3/aHue
MEXaHHW3MOB U1 MpPEeNOCTaBICHUs TpakJaHaM M opraHu3auusM uHboOpMamuu O
KUOEpIPECTYIUIGHUAX M arakax, a TakXKe MEXaHu3M OoOpaTHOro oTcuéra, KOOpAMHALMS U
COTPYIHUYECTBO MEXJAy HHUMH OCTalOTCAd CilIa0bIMH. OTO CBHJETENbCTBYET O TOM, 4YTO
KrOepOe30nmacHOCTh OCTACTCs CEPhE3HOM MPOOIEMON I OOIIECTBA B IIETIOM.

3. VYkpemneHue noteHnuana B o0iactu Kubepoe3onacHoCcTi

Octpass  HexBaTKa  BBICOKOKBAJM(UIMPOBAHHBIX  CIELUAIUCTOB B  o0jacTu
KnOepOe30nacHOCTH B MOHIOIMH NPENSTCTBYET PA3BUTHIO CEKTOpA M HETaTHMBHO CKa3bIBACTCS Ha
YCTOMUMBOCTH HalMOHaJIbHON kubepOe3onacHocTH. Ecnmm sTa mpobiema He Oyner pelieHa
KOMIUIEKCHO, 3(Q(PEKTUBHOCTh OOPHOBI KuOepyrpo3aMi M HapalluBaHUE BHYTPEHHETO
MOTEHLMAJIa OCTAHETCSl OTPAHUYEHHON B JAJIBHEHIIIEM.

B  Mouromuu peanusyercss  psA = 00pa3oBaTeNbHBIX MporpaMm B 00JacTH
K1OepOe30nacHOCTH, OAHAKO OHUM HE MMEIOT IEHTPATU30BAHHOW MOJIMTUKU U KOOPAMHAIMH,
CUCTEMaTH4eCcKoM B3auMocBsi3u. Hecmorpas Ha 710, 4Yro HaunmoHaneHOM cTpareruu
kubepbe3onacHocT 2022 ropma sBiaseTcss KuOepoOpa3oBaHHE HACENIEHMs, MCCIIeOBaHUE
MIOKAa3bIBA€T OTCYTCTBME YCTOMUYMBBIX M CUCTEMATUYECKUX MeEp I JOCTHKEHHS 3TOH LENH,
0COOEHHO MpOrpaMM MOATOTOBKM aJMUHUCTPAaTUBHOTO U YIPABIEHYECKOTO MepcoHasa. XOTs
HEKOTOPbIE  YHHUBEPCHUTETHl IpearaloT Npo(eccCHOHaIbHBIE MpOrpaMMbl B OOJIACTH
KnOepOe30nacHOCTH, HEXBaTKa yueOHOH cpelbl, 000py10BaHUS U MPEMNOAaBaTEeIbCKOTO COCTaBa
TOXKE MPOJIOIIKAET OCTaBaTh peaibHON MPOOIEMOH.

B cBs3M ¢ 3TMM MeXIyHapOIHbIE OpPraHM3alMM OKa3bIBAIOT NOAAEPKKY MOHromuu B
HapallBaHUM MOTEHIMAajJa B 00MacTu KuOepoOpa3zoBaHuUs, MIPU 3TOM KIIOYEBYIO POJIb UTPAIOT
amoHckoe ATeHTCcTBO MexayHapoaHoro corpynauuectsa (JICA), KOHECKO u Ynpasneane OOH
no Hapkotukam u npectynHoctd (YHII OOH). Hampumep, «IIpoexT pa3BuTHs KaIpOBBIX
pecypcoB B cepe kubepOezomacHocTn», peanusyembiii JICA, sBnsercs 0co00 BaxHOH
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WHUIIMATUBON B cdepe oOpaszoBanus. I[Ipoekt, 3amymienasii B 2023 romy, mpecienyetr Tpu
OCHOBHBIE LIEJIH:

* Co3nmaHue CeTH COTPYIHHYECTBA MEXKAY MPOMBIIIIEHHOCThIO, TOCYNapCTBEHHBIMU
VUpEXKICHUSIMA W YHUBEPCUTETaMH JUIS PAa3BUTUS  KAJApPOBBIX pPEecypcoB B  cdepe
KrOepOe30macHOCTH;

* Pazpabotka u peannzanns o0pa3oBaTeIbHbIX IPOrPaMM JJIsl CTyAEHTOB U TPaXK/iaH C yiKe
HUMEIOIUM 00pa30BaHuUE;

* Pa3pabotka u BHeApeHUE nporpamMmm npoPeccuoHaIbHOM MOJrOTOBKH rOCyIapCTBEHHBIX
CITyXaIlIuX.

B pamkax stux ycunuit JICA pabGoraeT Haj BbISIBICHHEM HanOojiee BOCTPEOOBAHHBIX B
MoHronuu cerofHsi HaBBIKOB, OOHOBJIEHHMEM YYEOHBIX MpOrpamMm MO KuOEepOEe30MacHOCTH B
BBICIIIUX Y4YEOHBIX 3aBEACHHUSIX ¢ CO3JaHHEM CHCTEMbl TIOJATOTOBKM IpernojiaBarescii-
HUHCTPYKTOPOB.

JlaHHBIN POEKT NIEMOHCTPUPYET pa3BUTHE 00pa30BaHUs B 00acTU KUOEpOE3011acCHOCTH
KaK BayKHOT'O HaIlpaBJICHUs MEKyHAPOIHbIX OTHOIIEHUH U MOAYEPKUBAECT 3HAYMMOCTh OJICHCTBUS
napTHEPOB B 00pas3oBarenbHOM cdepe B paMKax KHOSpIUIJIOMATHH, OCHOBAaHHOW Ha
MEXTyHapOIHOM COTPYIHUYECTBE. B nanpHeileM cymecTByeT HEOOX0IUMOCTh CUCTEMATUYECKU
BKJIFOYATh TMOAOOHBIE MPOTPaMMBbI, MPOEKThl M WHUIIMATHBBI B CTPATETHMUECKYIO TOJHUTHKY
BBICIIIETO OOPa30BaHHUS.

4. [IpaBoBasi 1 HOpMaTUBHAs cpeia

B nocneanue rogst MoHronus npeAnpuHsia KOHKPETHbIE IIAry 10 CO3/IaHHI0 IIPABOBOU U
HOpMaTUBHOM cpeabl s obecniedeHust kubepoezonacHoctu. Hampumep, B YroioBHOM Kozekce,
nepecMoTpeHHOM B 2015 romy, KHOeprmpecTymHOCTh OMPEAEsSeTCs KaKk HE3aKOHHOE BTOPKECHHE,
npuBoAsiiee K HepabOTOCIOCOOHOCTH MH(POPMAIMOHHBIX CHCTEM M CETEW, Hapyllarollee HX
HOpMaJTbHOE (PYHKIIMOHUPOBAHUE WM OTPAHHYMBAIONIEE JOCTYN K HHUM, MPUBIEKAETCS K
YTOJIOBHOW OTBETCTBEHHOCTHU. OH TaKkKe BKJIIOYAET IOJIOKEHUS, HECYIIIME OTBETCTBEHHOCTH 3a
UTONIb30BAaHUE HMHTEpPHETa JJs BOBJICUCHMS] HECOBEPIICHHONETHUX [UIsl MPECTYIJIEHUH, YTO
SIBISIETCSI BAKHEUIIIMM JIOCTHKEHUEM B CO3JIaHMM ITPABOBOW OCHOBBI 3alUThI AETEH B OHJIANH-
cperne.

HecMorps Ha 0a30Bble BO3MOXHOCTH JJIsi paccielOBaHUM KHOEpHpecTyIICHUM
MIPaBOOXpaHUTEIbHBIE OPTaHbl, IPOKYpaTypa U cyZeOHbIe OpraHaM BjIacT MOHTONINY, HE XBaTaeT
TEXHUYECKHUX, KAJIPOBBIX W (PMHAHCOBBIX PECYpCOB, UTO BJICUYET pEaNlbHBIC MPETSITCTBHS JUIS
CO3/IaHUsl KOMIUIEKCHOTO U 3¢ ¢EeKTUBHOrO MOTEHIHManda. B pe3ynbrare 4HCIIO HWHIUICHTOB,
CBSI3aHHBIX C KHOEPNPECTYMHOCTHIO, PACTET C KaXIbIM TIOJOM, HO CHCTEMa W BO3MOXKHOCTHU
pearupoBaHMs Ha HUX €Ille He OJTHOCThIO PAa3BUTHI.

5. CranaapThl U TEXHOJOTUYECKUIN TTOTEHIINAI

MoHronust crtapaeTcs W NPUKIAABIBAET YCWJIHA MO MPUMEHEHUI0 MEXIYHApOIHBIX M
pErHOHANBHBIX CTAaHAAPTOB KHOEpOE30macHOCTH B OTEUYECTBEHHOH MPAKTUKE C Y4ETOM
HAI[MOHANIBHBIX OCOOEHHOCTEH, HO CYIIECTBYeT peaibHas MOTPeOHOCTh B OOHOBJICHUHU U
COBEPILICHCTBOBAHUHM JTHX CTAHJAPTOB B COOTBETCTBUE C MHUPOBBIMU TEHJCHIMSIMU. B
(UHAHCOBOM CEKTOpE OBLI JOCTHTHYT ONpeAENEHHBIH MPOTrpecc, HO BHEIPEHHE CTaHAApTOB B
JPYTUX OTpacisiX OCTAeTCsi HEpaBHOMEPHBIM M HemocienoBareabHbIM. Ho HecMoTpsa Ha 370,
HEKOTOPBIX CEKTOpaX, 0COOEHHO B TOCYIApPCTBEHHBIX YUPEKICHHUSIX M (DUHAHCOBOM CEKTOpE,
Mepbl KOHTPOJISI B KUOEpCpele OTHOCUTEIBHO XOPOILIO HAaJIa)KEHBI, 32 MCKIIIOUEHHEM HEXBAaTKU
OroKeTa, KaJpoBBIX PECYpPCOB M OIbBITa, YTO OTpaHHuYMBaeT 3((HEKTHUBHOCTH 3TUX Mep. ITO
OCOOEHHO aKTyaJbHO Ui CEKTOPa 3JPaBOOXPAHEHUSI.
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HexoTopble opraHu3anuu NpoOBOAAT ayAUT OE30MAaCHOCTH MPOTPaMMHOIO OOecredeHus
JUIs  yAydlleHWsT Mep KOHTpojs B KuOepcpene, HO HCIOJIb30BAaHUWE HEIHUIIEH3MOHHOTO
IIPOrpaMMHOI0 OOecIeueHHs] CO3AaeT JAOMOJHUTENbHbIe pUCKU. HecMoTps Ha HaleXHOCTb
MHQPACTPYKTYpbl HMHTEPHET-yCIIyI, peanu3anus TpeOoBaHuil mo 3ammure or DDoS-atak u
TOTOBHOCTH K HUM CO CTOPOHBI HHTEPHET-IIPOBANAEPOB OCTAETCS HEAOCTATOYHOM.

TenekoMMyHHKAIIMOHHBIE KOMIIAHUU CUUTAIOTCS OPraHU3alUsIMU KPUTHUYECKH Ba)KHOU
MHGOPMALMOHHOW MH(PACTPYKTYphl M 00s3aHBI MPOBOIUTH MOHUTOPHHI KMOEpOE30M1acHOCTH,
OLIEHKY PUCKOB U pa3palaTbIBaTh IUIaHbI JEHCTBUI B Upe3BbIYaHbBIX cUTyalHsIX. OJHAKO YPOBEHb
peryIMpoBaHusl OCTaeTcs CiladbIM, a CTENEHb pean3alud — HEeJOCTAaTOuHOW. B To ke Bpems
JIOKQJIBHBIM PBIHOK YCIYr KUOepOe30MacHOCTH pacIIMpseTcsi, HO X JOCTYIHOCTb M KadeCTBO
OCTAIOTCS HEYAOBIETBOPUTEIIBHBIMH.

Hexoropsie oprannzanuu Taxxe BoinonHsAoT UT-ycnyru yepes ayTCOpCUHT, UHOCTPaHHBIE
OpraHu3allM, YTO MOXKET CO3/aBaTh JOMOJHUTEIbHBIE PUCKH, a CIIOCOOHOCTh OLICHUBATh PUCKU
TaKHX yCIIyT HAlpsIMYIO CBSI3aHA C YPOBHEM pa3BUTHS U pecypcaMmu opranuzauuu. HecmoTps Ha
TO, YTO B (PMHAHCOBOM CEKTOpE YK€ HaJla)keHbl KaHajbl oOMeHa uHpopmalmei, co3nanue 0osee
HIMPOKOH MEXKCEKTOpaJIbHON ceTH OOMeHa MH(pOpMalMel HMEET PpEILIAIoLee 3HAYCHHE sl
NoBbIIIEHUS 3()(HEKTUBHOCTU M YCTOMUUBOCTH CHCTEMBbI KHOEPOE30IacHOCTH.

MNEPCIIEKTUBbBI PA3BBUTUSI

Kubepmuruiomatnss B MOHroaMM  HMMEET  XOPOIIME  IEPCICKTHBBI  Pa3BUTHS,
MOJKPETUICHHBIE TMOJUTUYECKONW BOJIEH M CTPEMJICHMEM K YKPEIUICHHIO KuOepOe30MacHOCTH H
paCIIMPEHUIO YYacTHsI B MEKIYHAPOIHOM COTpyIHHYeCTBE. JlJIT pean3aiuu dTHX MEPCIICKTHB
HEOOX0IUMO:

Pa3paboraTh 1 IPUHSITH KOMILIEKCHYIO CTpaTernio kKubepoe3onacHocTH MOHTOIHN.

VYBEIUYUTH HHBECTHUIIMU B Pa3BUTUE HHPPACTPYKTYPHI U TEXHOIOT UK.

ObecreunTh MOATOTOBKY KBaTU(PHUITUPOBAHHBIX KaJPOB B 00JIACTH KHOEpOE30MacHOCTH U
KHOCPIUTIIIOMATHH.

YCWIUTh KOOPIUHAIINIO MEK/Ty BEIOMCTBAMHU.

Pacimpsite MeXIyHApPOIHOE COTPYAHHYECTBO B 00JIACTH KHOEPOE30MaCHOCTH.

PEKOMEHJAILINU

JIist  COBEpIIEHCTBOBAHHUS  KHOSPIUIUIOMATHYECKOW  JEATENBHOCTH  MOHTOIUU
nenecoobpasHo: 1) pazpaboTaTh KOMIUIEKCHYIO CTPaTErvi0 KHOepOe30MacHOCTH; 2) YBEIUYHTH
WHBECTUIIMU B pa3BUTHE HWHQPACTPYKTYPHl M TEXHOJNOTHH, 3) 00eCne4YuTh IOATOTOBKY
KBaJTU(HUIIMPOBAHHBIX KAJPOB; 4) YCHIUTh KOOPIAMHAIIUIO MEXIy BEIOMCTBAMHM; 5) pacHIUPSThH
MEXTyHapOIHOE COTPYIHHUYECTBO.

3AKVIIOYEHUE

Kubepauruiomatuisi — BaKHBIM WHCTPYMEHT BHEIIHEHW TIOJUTUKH  MOHTOIINH,
MO3BOJISIONIMNA CTpaHe 3allMIlaTh HaIMOHAJIBHBIE WHTEPECHl M YKPEIUITh MO3WLUU Ha
MEXIyHapOIHOH apeHe. [[1s ycrenHoro pa3BuTus KubepaumioMatu B MoHronuu HeoOXoauMo
peleHre CyIIeCTBYIOIUX NpobieM, pa3paboTka KOMIUIEKCHOM CTpaTeTMd W YCHIICHHUE
KOOPJIMHAITIH.

Kubepauruiomarrst CTaHOBHTCS HOBBIM JUTUIOMATHYCCKAM MEXaHU3MOM, HHCTPYMEHTOM
(dbopMUpOBaHUs TOATOCPOYHBIX M YCTOWYUBBIX YPETYIHPOBAHHUNA HAa MEXKIYHAPOIHOM ypOBHE B
OTBET Ha PACTYIHE BHI30BBI OE30MACHOCTH MU(PPOBOM 3MOXU. VccrnenoBaHus TOKA3bIBAIOT, YTO
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CTPEMUTENBHOE  Pa3BUTHE  HMH(OPMAMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTUH  BHOCHUT
byHIaMeHTaIbHBIE WM3MEHEHHUS B CTPYKTYpY, OpTaHM3AlMI0 W TIOJMTHKY O€30MacHOCTH
MEKAYHAPOIHBIX OTHOILCHUH, U KHOEPAUIIOMATHS SIBISIETCSI 00JIACTHIO MOJMTUKY, TpeOyromen
pa3BUTHSL.

Hecmotps Ha ompenenéHHble A0CTkeHUs MoHroauu B o0nacTH HpaBoBOW 0asbl,
WHCTUTYLIIMOHAJIBHONH  CTPYKTYphl W  HapalluBaHWA [OTEHIHMAada UIs  OOecreueHHs
K1OepOe30MacHOCTH, CYIIECTBEHHOIO Iporpecca B OOJACTH TEXHOJIOTMYECKOIO PAa3BUTUS U
MEKIYHAPOIHOTO COTPYJHUYECTBA ITOKa He HabmonaeTcs. CormtacHo AoKiIaxy MexayHapOoaHOTO
coro3a aekTpocBs3u (MCD) 3a 2024 ron ycunust MoHronuu B o6actu KubepOe30macHOCTH ObUTH
OLIEHEHBI KaK «YKPETUISIONIHECs». ITO CBUACTEILCTBYET O TOM YTO, HECMOTPS HA OTHOCUTEILHO
BBICOKYIO IPAaBOBYIO M OpPraHMU3ALMOHHYIO OIICHKY, MOKa3aTelld TEXHMKO-TEXHOJOTHMYECKOH U
KOOTIEPAI[IOHHOM JAEATEIHOCTH OCTAIOTCS CIA0BIMU.

MoHromnust crapaercsi pacIIUpATh CBOM TapHULBI B OOJACTH KHUOEPAMIUIOMATHH, HO
pEe3yabTaThl HCCIIEA0BAHMUS OKA3BIBAIOT, CTPaHE HEOOX0AMMO O0JIee aKTUBHOE, CMEJIOE y4acTHe B
JIBYCTOPOHHMX M MHOTOCTOPOHHUX COIJIAIIEHUSX U COTPYJHHYECTBE, OMNHMpasCh Ha
CTpaTeruueckoe IUlaHupoBaHWe. s Hamel cTpaHbl BO3pacTaeT HEOOXOAMMOCTh AKTHBHOTO
ydacTus B pa3paloTKe MEXIAyHApOAHBIX JOKYMEHTOB, PErIAaMEHTHUPYIOIIUX OTBETCTBEHHOCTb
rOCyAapcTB B KHOEPIPOCTPAHCTBE, a TaKXKe IOCIEIOBATEIbHON 3alIUThl HAIMOHAIBHON
0€301acHOCTH, HHTEPECOB U MO3ULMI Ha MEXTyHApOIAHOI apeHe.
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